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GUIDANCE MATERIAL ON CYBER INFORMATION SHARING 
 

1. Guidance material on Cyber Information Sharing has been developed by the International 
Civil Aviation Organization (ICAO) with the support of the ICAO Cybersecurity Panel (CYSECP) and its 
Working Group on Cybersecurity Guidance Material (WGCGM). 

2. This document provides guidance to States and industry stakeholders on developing a plan 
to share cyber information, including recommendations on setting policy, resources and practical steps 
towards the implementation and continuous improvement of sharing practices. 

3. This guidance material includes updated information on the Traffic Light Protocol (TLP) 
standard. Therefore, the previously published ICAO guidance material Guidance on Traffic Light Protocol 
is no longer available.  

4. The guidance material is now available to Member States and industry stakeholders in the 
English language and will soon be available in all six official languages of the Organization. It can be found 
on the ICAO public website on the following page: 
https://www.icao.int/aviationcybersecurity/Pages/Guidance-material.aspx.  
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